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1
Decision/action requested

This contribution proposes to add a Solution for U2U Relay discovery security.
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Rationale

This contribution propose a solution for UE-to-UE Relay (model A) discovery security that aims to address the key issue #1 in TR 33.740 [1].

In TR 23.700-33[2], SA WG2 proposed eight solutions for UE-to-UE Relay model A discovery. From a security point of view, these solutions can be combined into the following three categories candidates solutions.

Candidates solution 1: the source/target UE first perform the discovery/group discovery procedure (model A or model B) to discover the UE-to-UE Relay or be discovered by the UE-to-UE Relay, and the UE-to-UE Relay announces the discovery message with the target UEs list. The source UE monitor the announcement discovery message and match the target UEs. Similar solutions are sol #3,10,12,30,33.

Candidates solution 2: the UE-to-UE Relay announces the discovery message with its relay capability info and the target UEs list, and the UEs can applies to joint the target UEs list by responded an announcement message. The source UE monitor the announcement discovery message from UE-to-UE Relay and match the target UE. Similar solutions are sol #9.

Candidates solution 3: the UE-to-UE Relay forwards the announcement discovery message between the source UE and the target UE. Similar solutions are sol #1,34.

For the above three categories candidates solutions, the potential security solutions are the follows:

For the candidate solution 1, the 5G ProSe Restricted Discovery security procedure as defined in TS 33.503[3] can be reused to protect the discovery/group discovery procedure between the source/target UE and the UE-to-UE Relay. And the discovery message with the target UEs list announced by the UE-to-UE Relay can be protected by using the discovery key associated with the RSC, which is obtained from the DDNMF of the HPLMN of the UE-to-UE Relay pointed by the RSC, and the RSC can carry the ProSe Application information or associate with the ProSe Application information.

For the candidates solution 2, the discovery message with relay capability and the target UEs list announced by the UE-to-UE Relay can be protected by using the discovery key associated with the RSC, which is obtained from the DDNMF of the HPLMN of the UE-to-UE Relay pointed by the RSC, and the RSC can carry the ProSe Application information or associate with the ProSe Application information. The announcement message responded by the UEs to the UE-to-UE Relay can be protected by using the same set of discovery key.

For the candidates solution 3,  the announcement discovery messages sent and received between the source/target UE and the UE-to-UE Relay can be protected by using the discovery key associated with the RSC, which is obtained from the DDNMF of the HPLMN of the UE-to-UE Relay pointed by RSC, and the RSC can carry the ProSe Application information or associate with the ProSe Application information. There are two options to protect the End-to-End (E2E) discovery message if the E2E discovery message is defined and included separately in the announcement discovery message, using the discovery key associated with the target RPAUID, which is obtained from the DDNMF of the HPLMN of the target UE pointed by target RPAUID, or using the discovery key associated with the RSC.

NOTE: whether to define the E2E discovery message will be determined by SA WG2. 
Proposal: During UE-to-UE Relay model A discovery, the announcement discovery message sent and received between the source/target UE and the UE-to-UE Relay can be protected by using the discovery key associated with the RSC, which is obtained from the DDNMF of the HPLMN of the UE-to-UE Relay pointed by RSC, and the RSC can carry the ProSe Application information or associate with the ProSe Application information. 
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Detailed proposal

**** 1st change****

6.X
Solution #X: Security for U2U Relay (model A) discovery
6.X.1
Introduction

This solution addresses Key Issue #1 (as defined in clause 5.1). 

In this solution, during UE-to-UE Relay model A discovery, the announcement discovery message sent and received between the source/target UE and the UE-to-UE Relay can be protected by using the discovery key associated with the RSC, which is obtained from the DDNMF of the HPLMN of the UE-to-UE Relay pointed by RSC, and the RSC can carry the ProSe Application information or associate with the ProSe Application information. 
6.X.2
Solution details

Editor’s Note: Solution details will be studied based on SA2’s conclusion about the KI#1 in TR 23.700-33[2].
6.X.3
Evaluation

TBD
**** End of change****
